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1. O6ume noJsioxkeHust

1.1. Hacrosmue nopsiaok nocrymna (nanee — Iopsmok) corpynaukoB ['BOY mikosbr
Ne370 (manee — OY) B momeleHusi, B KOTOPBIX BeAeTCs 00pabOTKa MEepPCOHAIBHBIX JaHHBIX
(manmee — I1JIH) B MHQPOPMAIMOHHBIX CHUCTEMaxX NepCOHANbHBIX MaHHBIX (Hanee — WCII[n),
yCTaHaBJIMBAET €IMHbIE TPEOOBaHUS K JOCTYMY COTpYAHUKOB OV B cily)keOHbIE MOMELIEHHS B
HeIsIX TpeNoTBpalleHusl HapylieHus mnpaB cyowbekToB [IJ[H, oOpabGotka IIJIH KoTOpBIX
HeoOXoauMma Ui OKa3aHMA TOCYAApCTBEHHBIX M MYHUIUNAIBHBIX YCIYr M oOOecreyeHus
KaJIpoBOM U Oyxranrepckor nearenbHOcTH B OV, a Takke B 1esiX oOecreueHus COOM0aeHuUs
TpeboBanuit 3akoHo1aTenbeTBa PD B o6mactu [1/1H.

1.2.  Hacrosmuit Ilopsnok pa3paboTan B cooTBeTCTBUHM ¢ yacThio 1 «lIlepeuns wmep,
HaIpaBJIEHHBIX Ha 00eclieYeHNEe BBIMOJIHEHUS 0053aHHOCTEH, peaycMOTpeHHbIX PeepalibHbIM
3akOHOM «O MepCOHAIBHBIX JAaHHBIX» M MPUHATHIMH B COOTBETCTBHMM C HUM HOPMATHBHBIMU
NPaBOBBIMHU aKTaMH, ONEPATOPAMH, SBISIFOIIUMUCS TOCYIAPCTBEHHBIMHI I MYHHIIHIIATbHBIMA
OopraHamu», yTBepxaeHHbIX nmoctanoBieHreM [Ipasurenscta PO ot 21 mapra 2012 1. Ne 211, u
Ha ocHOoBaHUM «TpeboBanuii o 3ammre HWHPOpPMAIMH, HE COCTABISIONIEH TOCYJapCTBEHHYIO
TailHy, cojepikalieicss B TOCYAAPCTBEHHBIX HH(POPMALMOHHBIX CHCTEMAax», YTBEP)KICHHBIX
npukazoMm DPCTOK Poccun ot 11 ¢peBpans 2013r. Nel7, um «TumoBbix TpeOGoBaHMl 1O
OpraHu3al M oOOecledYeHn0 (YHKIMOHUPOBAHUS IU(POBANBHBIX (KpUOTOrpapruecKux)
CPEICTB, IMpeIHa3HAYEHHBIX JUIs 3allUThl HH(OpMalMK, HE cojepxalleldl CBeJeHUM,
COCTABJIIIOLIMX TOCYJapCTBEHHYIO TaifHy, B Cllydae HX HCIIOJIb30BaHUS JUIsl oOecredeHus
0€30MacHOCTH MEPCOHAIbHBIX JAHHBIX NpU HX 00paboTke B MH(GOPMAIMOHHBIX CHCTEMax
NIepCOHATIBHBIX TaHHBIX», yTBepkAeHHBIX PCh Poccun 21 depans 2008 1. Ne 149/6/6-622.

1.3. Konrpomupyemass 30Ha (majee — KOHTPOJIUpPyeMas 30HA) — TIPOCTPAHCTBO
(Teppuropus, 3AaHME, 4YACTb 3[aHUS, IIOMEIIEHHUE), B KOTOPOM paCIHOJIOKEHBI CpPEICTBA
aBroMatuzanuu u 3amutel UCII/IH, B TOM Ymciie aBTOMAaTU3WpOBaHHBIC paboune MecTa (nanee —
APM), Ha koTOpBIX BeneTcst oopadorka [1/1H.



14. [IlepeuyeHr momenieHui, B KOTOPBIX Bemercs oOpabotka IIJIH, M uX TpaHUIIBI
YCTaHABIMBAIOTCSA MPUKA30M qupekTopa «O0 ompenereHr: TPaHHIl KOHTPOIUPYEMOW 30HBI U
TpeOOBaHM K e OE30IaCHOCTH.

1.5. Hacrosmuii Ilopsimoxk oOsi3aTeneH A NPUMEHEHHS W UCIOJIHEHUS BCEMH
corpynuukamu OVY.

1.6. OTBETCTBEHHOCTh 3a COOIIOJEHUE TMONOXKEeHU HacTosmiero llopsaka HecyT
COTPYAHUKH CTPYKTYpHBIX moapazaenenuii OV, oOpabGareiBatonue [IJ[H, a Takxke
PYKOBOJMUTEIN JAHHBIX CTPYKTYPHBIX MMOJAPA3ICICHH.

1.7. Konrtponp cobmtonenust TpeboBanmii Hacrtosimero Ilopsaka oOecreunBaer
OTBETCTBEHHBIN 3a opranu3aiuio oopadotku [1/{n B OV.

2. TpeGoBaHHs K NOMEIIEHHSIM KOHTPOJIMPYEMOii 30HbI

2.1.  BecCKOHTPOJIBHBIN JOCTYIl CTOPOHHHX JIMI[ B MOMEIICHUS KOHTPOJIUPYEMOU 30HBI
IOJDKEH OBITH UCKIIFOYEH.

2.2. Bce nomemieHusi KOHTPOIUPYEMOM 30HBI JIOJKHBI OBITH 00OPYIOBaHBI OXPaHHOM
CUTHANM3aluel, MO0 mpeycMaTpUBaTh KPYTJIOCYTOYHOE JIEKYPCTBO.

2.3.  Orpaxparomuye KOHCTPYKIIMM IOMEUICHHNA KOHTPOJIHMPYEMON 30HBI JIOJIKHBI
MIPEIOoJIaraTh CyIEeCTBEHHBIC TPYAHOCTH I HAPYIIUTENS 110 UX MTPEOI0JICHUIO.

24. K 1noMemeHussM  KOHTPOJUPYEMOW 30HBI, B  KOTOPBIX  YCTAHOBJICHBI
kpuntorpadguueckue cpencrBa 3amuthl [IJIH (mamee — KpUNTOCPEACTBA) WM XPaHSATCS
KJIIOYEBbIC JOKYMEHTBI K HHM, (JajJee — pEeKHUMHBIC T[OMEIICHHUS), TPEIbSIBISIFOTCS
y)KeCcTOUEHHBIC TpeOOBaHUS 110 OE30MIACHOCTH, YKa3aHHbBIE B pasene 5 Hacrosmmx [Ipapwi.

3. JocTyn B mOMEMIEHHs] KOHTPOJIMPYEMOii 30HbI

3.1.  JlocTyn MNOCTOPOHHMX JIMII B IOMEIIEHUS KOHTPOJIMPYEMOH 30HBI, JOJDKEH
OCYIIECTBIISIETCS TOIBKO BBUAY CIIY>KEOHON HEOOXOIMMOCTH.

3.2.  Ha MOMeHT mpHCYTCTBHS IMOCTOPOHHHUX JIMII B TOMELIEHHH KOHTPOJIUPYEMOMH
30HBI, JOJDKHBI OBITH TPUHATHI MEPHI 10 HEIOMYIIEHHIO O3HAKOMJICHHS TOCTOPOHHHX JIHIl C
[T[{H (HampuMmep: MOHHUTOPBHI MOBEPHYTHI B CTOPOHY OT IOCETHUTENEH, JOKYMEHThl yOpaHbl B
CTOJI, TMOO HAXOMATCS B HEMPO3PAYHOH MaIKe WA HAKPBITH YUCTHIMHE JIICTAMH OyMaru).

3.3.  Jlomyck COTpYIHUKOB B MOMEIIEHUSI KOHTPOJIUPYEMOI 30HBI 0POpMIIeTCs 1ociie
noanucanuss coTpyaHukoM OOsi3aTenbCTBA 0 HEpas3IiallleHnd WHQPOPMALUM, COJEpKalen
NepCOHANbHbBIE JJAaHHBIC, U MHCTPYKTa)ka OTBETCTBEHHBIM 3a opranuzainuio odpabotku I1/H B
OV, mubo oTBEeTCTBEHHBIM 3a oOecredeHne Oe30HMacCHOCTH MEePCOHAIBHBIX  JIAHHBIX
UH(POPMALIMOHHBIX CHCTEM MEePCOHABHBIX JIAHHBIX.

3.4. B HepaOouee BpeMsi MOMEIICHUs KOHTPOJIMPYEMOH 30HBI JOJDKHBI CTABUTHCS Ha
oxpany. [Ipu 3TOM Bce OKHa U ABEPH B CMEXKHBIE TTOMEIEHHS TOJIKHBI ObITh HAJAEKHO 3aKPBITHI,
MaTepuanbHble HocuTenu [1J[H pomkHbI ObITH yOpaHbl B 3amupaemble mkadol (ceiidor), APM
BBIKJIFOUEHBI MJTH 3a0JI0KHPOBAHBI.

4. Jloctyn B cepBepHbIE MIOMEIIEHHsI KOHTPOJIHPYEMOii 30HbI

4.1. JlocTtynm B cepBEpHbIE MOMEIICHHUS KOHTPOIMPYEMOH 30HBI pa3pem€éH TOJBKO
angmunuctpatopy MCIIJIH, oTBeTcTBEHHOMY 3a oOecrmedyeHne O€30MacHOCTH TMEePCOHATBHBIX
JMaHHBIX WH(GOPMAIMOHHBIX CHCTEM TNEePCOHANBHBIX NaHHBIX B OY U OTBETCTBEHHOMY 3a
opranuzaruio oopadotku [1/1an B OV.

4.2. YOopka cepBEepHBIX MOMEMICHHI MPOUCXOIUT TOJBKO MPU CTPOTOM KOHTPOJIC
JUI, yKa3aHHBIX B yHKTE 4.1 HacTosmumx [IpaBun

4.3. CepBepHble IMOMEIICHUS KOHTPOJIHPYEMON 30HBI B OOS3aTEIBHOM IOPSIIKE
OCHAIIIAEeTCSI OXPAHHOM CHTHAIU3AIMEH, CHCTEMOW BUICOHAOIIOICHUS U CHCTEMON aBTOHOMHOTO
MIATAHUS CPEICTB OXPAHBI.



44. Jloctynm B cepBepHbIE NOMEIIEHUS KOHTPOJIUPYEMOH 30HBI IOCTOPOHHUX JIMIL
JIOITYCKAETCsl CTPOro MO COTJIaCOBAaHHIO C OTBETCTBEHHBIM 3a opraHu3anuio oopadorku I1/IH B
ov.

4.5. HaxoxaeHue B CEpBEPHBIX MOMEIICHUSAX KOHTPOJIHUPYEMOM 30HBI ITOCTOPOHHUX
Ju1 63 COIPOBOMKAAIOLIETO HE JIOIYCTUMO.

5. Tpeﬁ()BaHI/Iﬂ K PEKUMHBIM INOMEIICHUAM

5.1. PexumHble NOMELIEHUS BBIIEISAIOT C YYETOM pa3MEpPOB KOHTPOJIMPYEMBIX 30H,
pErIaMeHTUPOBAHHBIX SKCILTYaTalMOHHON U TEXHUYECKOW JOKYMEHTAUEN K KPUIITOCPEACTBAM.
[TomenieHus AOKHBI UMETH IIPOYHBIE BXOJIHBIE IBEPH C 3aMKaMHU, TAPAaHTUPYIOIIMMU HaEKHOE
3aKpbITHE MOMEIEHUH B Hepabouee BpeMsi. OKHA MOMELICHUH, PACIIONOKEHHBIX Ha IIEPBbIX WIN
NOCIEAHMUX 3TA)KaxX 3JaHUMH, a TAK)KEe OKHA, HAXOJSALIUECS OKOJIO MOYKAPHBIX JIECTHUL] U APYTUX
MECT, OTKyJa BO3MO)XKHO IIPOHMKHOBEHHE B DPEKUMHBIE IIOMEUICHHMsS IOCTOPOHHUX JIMIL,
HE0O0X0MMO 000pyIOBaTh METAJUIMYECKMMHU pPEIMETKAMH, WM CTAaBHAMH, WM OXpPaHHOH
CUTHAIM3alued, WIA JIpPYTMMH CpEACTBAaMH, MPEHATCTBYIOIUIMMU HEKOHTPOJIUPYEMOMY
IIPOHUKHOBEHUIO B PEKUMHBIE TOMEILIEHUS.

5.2. Pa3memienue, cnenuaiabHoe 00OpyIOBaHHE, OXpaHa M OpPraHU3alUs peXHUMa B
PEXKUMHBIX  I[OMEILEHUSAX  JOJDKHBl ~ UCKIIOYMTh  BO3MOXXHOCTh ~ HEKOHTPOJIHPYEMOIO
IPOHUKHOBEHUS WM MPeObIBaHUS B HUX IOCTOPOHHHUX JIUL], a TAKXKe IPOCMOTPA TOCTOPOHHUMHU
JUIAMH BEYILKXCS TaM padoT.

5.3. lnd mnpemoTBpallleHUss NPOCMOTpa H3BHE PEXHUMHBIX IIOMEIIEHUH HX OKHA
JIOJIKHBI OBITh 3aIUILEHBI.

5.4. PexuMHble NMOMELIEHUS JODKHBI OBITH OCHAIIEHBl OXPaHHOM CHUTHAJIM3alMEH,
CBA3aHHOM CO CiIy>)k00l OXpaHbl 3/aHUs WIM JASKYPHbIM 10 opraHu3anuu. VcmpaBHOCTh
CUTHQJIN3ALUU TEPUOJUUECKH HEOO0XOAUMO MPOBEPSATh OTBETCTBEHHOMY 32 OPIaHU3aLUI0
oOpabotku II/lH B COBMECTHO C MpEACTABUTEIEM CIY>KObl OXpaHbl WIH ACKYPHBIM 10
OpraHM3alKi C OTMETKON B COOTBETCTBYIOIIUX JKypHasax.

5.5,  Jlns XpaHeHMs] KIIOYEBBIX JIOKYMEHTOB, 3KCIUIyaTallUOHHOW M TEXHUYECKOMN
JOKYMEHTAIUH, UHCTAUTMPYIOUIMX KPUITOCPEACTBA HOCUTENEH JOJKHO OBITh MPeyCMOTPEHO
HEOOXOUMOE YHUCIIO HAAEKHBIX METAIMYECKMX XPaHWIMIL, OOOpYIOBAaHHBIX BHYTPEHHUMH
3aMKaMHU C JIBYMs 3K3eMIUIIpaMu KIIH04eld M KOJIOBBIMHM 3aMKaMM WJIHM MPHCIIOCOOICHUSIMHU IS
OMeyaThlBAHUA 3aMOYHBIX CKBaXHMH. OJMH 3K3eMIULp KII04a OT XpaHWJIHUINA JIOJKEH
HaXOJIUThCS Yy OTBETCTBEHHOIO 3a opranu3zanuo oopadorku [1/1a B OV.

5.6. Ilo oxoHyaHum pabodero IHS PEKUMHOE MOMEIIEHUE W YCTAHOBJICEHHBIC B HEM
XPaHWINIIA JOJDKHBI ObITh 3aKPBIThI, XpPAaHUJIHMILA ONleYaTaHbI.

5.7. Kioum OT peXMMHBIX MOMEIIEHUH, a TaKKe KII0Y OT XpaHWIHIIA, B KOTOPOM
HaXOZJATCS KJIIOYM OT BCEX APYIMX XPaHWINL] PEeXHUMHOIO NMOMELIEHHS, B ONIEYaTaHHOM BHJIE
JOJKHBI OBITH CHIaHbl TOJI PAacHUCKy B COOTBETCTBYIOIIEM >KYypHalle CIyXObl OXpaHbl MU
JEKYPHOMY [0 OpraHM3alMd OJHOBPEMEHHO C IEepelayeil MoJ OXpaHy CaMHMX PEKHMHBIX
nomeneHuil. [leyaru, npenHa3HaueHHbIE 71 ONEYATHIBAHUS XPAaHWIMIL, JOJDKHBI HAXOAUTHCS
y MOJIb30BaTeNeN KPUITOCPEACTB, OTBETCTBEHHBIX 3a 3TH XPaHUIMILA.

5.8. Ilpm yrpare KiIo4Ya OT XpaHWIUIIA WJIA OT BXOJHOW IBEPU B PEKUMHOE
MOMEIIIeHUE 3aMOK HE00X0AUMO 3aMEHUTh MITH MEpeesiaTh €ro CEKPeT C U3TOTOBJICHUEM K HEMY
HOBBIX KJIIOUEH € JOKyMEHTalbHbIM OdopmiieHneM. Ecnu 3aMOK OT XpaHMJUIIA mepeenaTh
HEBO3MOXXHO, TO TaKO€ XPaHWIUIIE HEOOXOIUMO 3aMeHUTh. [1opsaoK XpaHEHUs KIIIOYEBBIX U
JIPYTUX JOKYMEHTOB B XPAaHUJIUIIE, OT KOTOPOTO yTpayeH K04, JO U3MEHEHHUs CEKpeTa 3aMKa
yCTaHaBJIMBaeT OTBETCTBEHHBIN 3a opranusanuto oopadorku [11n B OV.

59. B O0OB/UHBIX YCIOBUSIX pEKAMHBIE TIOMENICHWS, HAXOIIIIUECsS B HUX
orevyaTaHHbIE XPAaHWJIUILA MOTYT ObITh BCKPBITHI TOJBKO IMOJIb30BATEISIMH KPUIITOCPEICTB HITH
OTBETCTBEHHBIM 3a opranm3ainuio oopadotku [1/Iln B OY. Ilpm oOHapykeHHH NpPHU3HAKOB,
YKa3bIBAIOLIUX Ha BO3MOYKHOE HECAaHKLIMOHMPOBAHHOE IPOHUKHOBEHHME B ATH IOMEUICHUS WIN
XpaHWINIIA IOCTOPOHHUX JIUI[, O CIYyYUBIIEMCS JOJDKHO OBITh HEMEUIEHHO COOOILEHO
OTBETCTBEHHOMY 3a opranuzauuio obpabotrku [I/ln B OVY. IlpuObIBIIMII OTBETCTBEHHBIH 32
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opranmzanuio ob6paborku I1[lH B OY J0omKeH OLEHWTh BO3MOXHOCTH KOMIIPOMETAIlUN
XPAHSAIIUXCS KIIFOUEBBIX U APYTUX TOKYMEHTOB, COCTaBUTh aKT U IPUHATH, IPH HEOOXOIUMOCTH,
Mephl K JIOKAJIU3ALMKU IOCIEACTBUII KOMIIPOMETAlMH IEPCOHANBHBIX JaHHBIX M K 3aMEHe
CKOMITIPOMETHUPOBAHHBIX KPUIITOKITIOUECH.

5.10. PasmMemieHne W MOHT@X KPHUNTOCPEJCTB, a TaKKe JPYyroro 0OOpYAOBaHMS,
(GYHKIIMOHUPYIOMIETO C KPUIITOCPEACTBAMH, B PEKUMHBIX IOMEIICHUSX JOJKHBI CBECTH K
MUHUMYMY BO3MOXHOCTb HEKOHTPOJUPYEMOI'O JOCTYIa IOCTOPOHHUX JIMI K YKa3aHHbBIM
cpenctBaM. TexHUYEeCKoe OOCIYy)XMBAaHHE TAaKOro OOOpYIOBaHUS M CMEHA KPHUITOKIIOUYEH
OCYIIECTBIISIIOTCSA B OTCYTCTBUE JIUL, HE OMYIIEHHBIX K paboTe ¢ JaHHBIMU KPUITOCPEICTBAMHU.

5.11. Ha Bpems oTcyTCTBHS 10JIb30BaTENEi KPUIITOCPECTB YKa3aHHOE 000PYI0BAHHE,
IPU HAJMYUWA TEXHUYECKOW BO3MOXHOCTH, JIOJDKHO OBITH BBIKIIOYEHO, OTKIIFOUEHO OT JIMHUU
CBSA3M W YOpaHO B olleyaThlBaeMble XpaHWJIMINA. B MpPOTHBHOM ciy4yae MO COTJacOBAaHHUIO C
OTBETCTBEHHBIM 3a opranuzamuio ob6pabotku II[lH B OY HeoOXoauMo NpPeaycCMOTPETh
OpraHU3allMOHHO-TEXHUYECKUE  MEpPbl,  MCKJIIOYAKIIUE  BO3MOXKHOCTh  HMCIHOJIb30BaHUS

KPHIITOCPENCTB IOCTOPOHHUMU JIULIAMU.
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